GitZoid Security Review

3 issues found across 2 repositories. Only real, exploitable issues are shown.

Code and access issues

acme/api | Severity: High
Bypassable check: GET /orders/<order_id>/

Any logged-in user can read another customer's order, including their name,
shipping address, and items.

Who is affected: Any customer whose order_id is known or guessable (order ids
are sequential).

Fix: Check that the order belongs to the signed-in user before returning it.

Location: GET /orders/<order_id>/

Vulnerable dependencies

acme/api | Severity: Critical
Django 3.2

2 known vulnerabilities
A SQL injection flaw lets an attacker read or change any data in your database.

Fix: upgrade Django to 4.2 or later (resolves 2 advisories).
References: GHSA-xxxx-django-1, GHSA-xxxx-django-2

acme/api | Severity: High
lodash 4.17.19

A prototype pollution flaw lets an attacker crash your app or change how
objects behave.

Fix: upgrade lodash to 4.17.21 or later.
Reference: GHSA-jf85-cpcp-j695

GitZoid stays silent unless it finds something real, and will not re-alert you about an issue you have already seen.
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